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Encryption
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• Use a key to encode your data so that only those with the keys can 
decode them.  The encoded data is then impossible to comprehend/read 
unless it is decoded.

• A “secret” encryption key, produced using algorithms can unscramble 
the data and is only in the possession of the user and the recipient



RSA Encryption
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• It is a type of asymmetric encryption and uses 2 different keys

• Implementation:

oOne key you can use to encode a message

oOne key you can use to decode a message

oMake it such that if key 1 encodes, key 2 decodes, and the other way 
around.

oKeep key 1 private and secure (we will call this your private key)

o Share key 2 with websites/servers you trust (we will call this your public 
key)



RSA Encryption
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Goal:

    Devise a key that encodes and decodes a message.

Challenges:

1. What does encoding and decoding actually mean?
o Turning letters and symbols into numbers. How?

2. What mathematical property can we take advantage of?

The easiest way of handling problem 1 is to simply enumerate the characters and 
symbols.  This has already been done and is known as ASCII encoding!



ASCII
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ord() will return the unicode code of a unicode character
chr() will return the unicode character of a unicode code

Ref : https://www.vertex42.com/ExcelTips/unicode-symbols.html



Modular Arithmetic

𝑎 = 𝑞 ∗ 𝑏 + 𝑟

• In python we can get the remainder using the ‘%’. 

26 mod 5 = 1 26%5 𝑎 mod 𝑏 = 𝑟 

• Congruence Modulo :

𝑎 − 𝑏 = 𝑘𝑚 

https://en.wikipedia.org/wiki/Modular_arithmetic#Congruence

𝑎 ≡ 𝑏(mod 𝑚) written as 

• Congruence Modulo asserts that ‘a’ and ‘b’ have same remainder when / by m

𝑎 mod 𝑚 = b mod m 



RSA Encryption
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To encrypt a message in RSA do the following operation : 

𝐶 = 𝑀𝐸  mod 𝑁

To decrypt a message in RSA do the following operation : 

𝑀 = 𝐶𝐷 mod 𝑁

(E, N) -> Public key 

(D, N) -> Private key 

We can simplify and write as follows: 

𝑀𝐸 𝐷 = 𝑀 𝑚𝑜𝑑 𝑁

Challenge : How to find E,D,N such that the above equation holds ? 



RSA Encryption: The Keys
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𝐷 ∗ 𝐸 = 𝑘 ∗ 𝜙 𝑁 + 1

Step 1 : Calculate N : 𝑁 = 𝑃 × 𝑄

Step 2 : Find number of co-primes to N 

𝜙 𝑁 = 𝜙 𝑃 ∗ 𝜙 𝑄 = 𝑃 − 1 ∗ (𝑄 − 1)

Step 3 : Find E such that is co-prime to 𝝓(𝑵)

Step 4 : To find D we want the following condition to be satisfied :

𝐷 ∗ 𝐸 mod 𝜙(𝑁) = 1
For some integer ‘k’ 

https://www.cryptool.org/en/cto/rsa-step-by-step/

Euler’s 𝜙 function

• Choose large P & Q. Can only encode ASCII character encoding < N

𝐺𝐶𝐷 𝐸, 𝜙 𝑁 = 1



RSA Encryption
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If we take 𝑀𝐸  or 𝑀𝐷 , we can see that this value will be incredibly 
large.

oTo handle this, and to make it even harder to brute force, let’s also have an 
N that is incredibly large.  We can generate N as the multiple of two large 
prime numbers, P and Q

‘Message’

𝐶 ≡ 𝑀𝐸(𝑚𝑜𝑑 𝑁) 
ASCII

Encoding (‘ord’)

Encryption Decryption

M ≡ 𝐶𝐷(𝑚𝑜𝑑 𝑁) 

‘Message’

ASCII
Decoding (‘chr’)

For a particular N, E, D



RSA Encryption: Example
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Let M be a letter to encrypt:                         M = ord(‘x’) = 120

Encryption method:                                       C = ME % N

Decryption method:                                       M = CD % N

Ex.

          E = 7        D = 10103         N = 17947

M = 120 encodes to C = 11262

We get M back from C by            1126210103 % 17947



RSA Encryption: Why it works
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How would we try to brute force 11262?

Since the N, E are made public so you can encode any message like the sender but to 
decode it we need D which comes from knowing 𝜙(𝑁) which comes from knowing 
P and Q (which are kept private).

Essentially the task to perform is prime factorization of N which is an extremely 
difficult task for large P and Q.

Further, how do we know it worked? Many different numbers could give us 
alternative answers (such as D = 186 would give C = 121, which is the letter ‘y’).

Thus, the ‘attacker’ would have to decode every possible message to some 
reasonable upper bound of D and read EACH ONE to make sure it makes sense.



Syntax Errors vs Exceptions
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• SYNTAX ERRRORS:
o When the python compiler encounters a 

wrong statement while parsing through 
a script and therefore cannot be 
executed

• EXCEPTIONS:
o Our code is syntactically correct
o Errors caused when an attempt is made 

to execute it
o Informs what type of exception that you 

have run into
o Built-in exceptions as well as self-

defined exceptions



Exception Handling
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• The ‘try-except’ block can be 
used to catch and handle select 
exceptions

• It is not good programming 
practice to use an all 
encompassing ‘except’ clause as 
it may bypass a critical issue in 
the logic of your code



‘raise’ and ‘assert’
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‘raise’

• Manually throw/raise an exception if a 
defined condition is met
oAvoid throwing generic exceptions

oTry to be as specific as possible

‘assert’

• Create debug messages when a 
condition is not specified
oThrows ‘AssertionError’

oUseful for debugging

https://docs.python.org/3/tutorial/errors.html
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